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1
Decision/action requested

It is requested to approve this modification for TR 33.847.
2
References

[1]
3GPP TR 33.847: “Study on Security Aspects of Enhancement for Proximity Based Services in 5GS (Release 17)”

3
Rationale

This contribution proposes to add some text for the evaluation of sol#13 in [1] and delete the left EN. 
4
Detailed proposal

*****Start of change*****
6.13.3
Evaluation
The Solution #13 proposes to support secondary authentication of the Remote UE. With this solution the AAA server in the DN can authorize the Remote UE to give an access to the services using the PDU session of the L3 UE-to-NW Relay UE via PC5 link. In this solution the Remote UE and the UE-to-Network Relay UE exchange the EAP message via PC5 signalling and the UE-to-Network Relay UE relays the message between the Remote UE and SMF. SMF obtaining Remote UE's SUPI is assumed to be performed as part of a procedure addressed in solutions for KI#4. 
This solution works in both cases where the remote UE and the relay UE have the subscriptions to the same PLMN or different PLMNs. 
This solution modifies the secondary authentication procedure specified in the clause 4.3.2.3 in TS 23.502 [6], because the triggering condition is different as the SMF triggers the secondary authentication, i.e. the relay UE’s SMF triggers the remote UE’s secondary authentication when it receives Remote UE report from the Relay UE.
This solution impacts on the exisiting logic of secondary authentication, because the secondary authentication will not impact on whether the PDU session can be established or not, and the relay UE’s SMF has to creat the remote UE context only because the secondary may be needed.To setup UE SMF context may impact on SA2’s spec.

From remote UE point of view, the remote UE has to run two different authentication procedure during one-to-one communication establishment procedure, i.e. one is betweent the remote UE and the relay UE, and the other is the secondary authentication. 
Another issue is that whether the remote UE provides the enough material to trigger the secondary authentication is not clear, such as DNN, PDU session ID.
The name of this procedure may need to be changed if this solution is adopted to the normative work.
Performing the secondary authentication for the remote UE over L3 UE-to-NW Relay UE may increase both NAS and PC5 signalling compared to not performing but it can be performed only when it is needed based on the subscription of the Remote UE and local configuration of the SMF.


*****End of change*****
